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Introduction
Privacy is a highly privileged value in American society (Etzioni, 1999) . In the recent years, the explosive growth of information technology and Internet use to obtain information, goods and services has fueled debate and controversy about the potential threats to privacy.
The increased technical capacity of information systems provides clear efficiency and qualitative benefits to firms that gather, process, and store consumer data. The use of this vast amount of data to profile customers and acquire knowledge about customer behaviors and preferences allows firms to develop, market and distribute products and services in more efficient ways, thus opening more opportunities for growth and competitive advantage.
While this process provides benefits to firms, they also introduce vulnerabilities for individuals both in workplaces (Kling and Allen, 1996) and over the Internet where they either intentionally or unintentionally disclose information. Yet, while concerns about privacy have reportedly increased, Internet use continues to increase as well.
Information systems researchers have been concerned about privacy issues for a number of years. Prominent examples include the work of Culnan (1993 Culnan ( , 1995 , Culnan and Armstrong (1999) , Mason (1986) , Milberg, Burke, Smith, and Kallman (1995) , Smith (1993) , and Smith, Milberg and Burke (1996) . There is every reason to believe that researchers would have continued to be interested in information privacy as information technology applications and use continue to increase. However, the events on September 11 th may prove to be an important catalyst in fueling the debate among citizens of the U.S. (Toner and Lewis, 2001; Johnston and van Natta, 2001; , of European countries (Hoge, 2001 ) and of other countries that could generate even more regarding this issue over time.
The objective of our research is to better understand the predictors of withholding or surrendering personal information when using the Internet, as well as to identify competing factors that influence the user's decision to use the Internet for e-commerce activity. In this paper we report on the development and validation of a model that assesses the trade-offs in the delicate balance between the perceived personal benefits and privacy costs associated with Internet interaction. The model assessment uses Structural Equations Modeling (SEM) with LISREL. Exploratory Factor Analysis (EFA) and Confirmatory Factor Analysis (CFA)
were used to develop and validate the instrument which measures privacy-related antecedents to Internet use and use itself. The primary contribution of this paper is the empirical evidence demonstrating that a number of factors play a role in the user's decision to interact with web sites. By identifying the trade-offs that allow individuals to surrender private information, companies should gain a better understanding of how to address privacy concerns and increase the level of comfort and sense of security for those who seek to obtain information, products, and services through the Internet. And this, in turn, should lead to an increase in the use of the Internet to support e-commerce activity (Gefen and Straub, 2002) .
Theoretical Framework
Internet users are becoming increasingly conscious of the power of Internet technologies to monitor their behavior and to unobtrusively gather information about them (Miller, 1996) . Some users might be prone to develop concerns and suspicions, sometimes unwarranted, about the "hidden" or undisclosed purposes of free software applications or websites which claim to facilitate online browsing. These concerns might lead to behavioral changes, inhibiting Internet use and/or resulting in more limited use or an aversion to experimenting with new applications and/or web sites.
According to a UCLA Report (2000), privacy and the requirement to submit personal data are the primary factors that discourage users from shopping online. According to the same study, only 1 out of 3 initiated online shopping procedures end up with actual purchase primarily due to reluctance to submit personal data. Many consumers do not register at web sites primarily because of privacy concerns and as much as 50% of consumers provide false information when asked to register at a web site or fill in surveys (Greenman, 1999; BCG, 1998) . Therefore, it is important to investigate which factors contribute to easing individuals' privacy concerns when submitting truthful information when using a firm's web site.
A number of researchers have examined the concept of privacy from a behavioral perspective (e.g., Goodwin, 1991; Laufer and Wolfe, 1977; Margulis, 1977; Tolchinsky et al., 1981) . Margulis (1977) proposed the following common-core definition consistent with various approaches: "Privacy represents the control of transactions between person(s) and other(s), the ultimate aim of which is to enhance autonomy and/or minimize vulnerability".
Two threads emerge from this definition, and these threads are common throughout the literature: 1) the notion of individual control over disclosure of personal information (Johnson, 1974; Shils, 1966; Westin, 1967) , and 2) the notion of vulnerability. Vulnerability is defined as the perceptions of the consequences of disclosure (Fusilier and Hoyer, 1980) .
The privacy definition therefore implies that it is a complex construct, constituting a dichotomy between the individual and others (Kelvin, 1973) , and between the factors that define it, namely control and vulnerability. Moreover, it is a dynamic variable that is likely to vary over time and is dependent on any given individual's experience.
Scholarly interest in privacy among MIS researchers has paralleled the development of digital network and storage technologies. The threat to privacy, primarily attributed to large organizations (e.g., banks, lending institutions, credit card and insurance companies, government agencies but recently to marketers as well) that use these technologies to advance their own purposes has been addressed in theoretical and empirical research (e.g., Clarke, 1998; Culnan, 1993 Culnan, , 1995 Culnan and Armstrong, 1999; Jones, 1991; Mason, 1986; McCrohan, 1989; Petty, 2000; Phelps, Nowak, and Ferrell, 2000; Rindfleish, 1997; Thomas and Mauer, 1997) . A good deal of research has been reported on privacy and privacy procedures within organizations. Employee perceptions of values and beliefs and regulatory approaches have been examined across different types of organizations (Kelvin, 1973; Milberg et al., 1995; Milberg et al., 2000; Smith, J. 1993; Smith, Milberg and Burke, 1996; Stewart and Segars, 2002; Stone et al., 1983; Tolchinsky et al., 1981) .
From the MIS perspective, information privacy is closely related to the collection, storage, use, and transmission of information (Bloom et al., 1994; Bennett, 1992 , Culnan, 1993 . On the one hand, organizations gain competitive advantage by using collected transaction data (Glazer, 1991) . Highly sophisticated technologies like data mining and knowledge discovery require a large amount of personal data from a large number of individuals, so that new business rules and patterns can be extracted. Companies use profiling for targeted marketing, developing relationship with the customer base, identifying consumer preferences, developing better products. On the other hand, the increasing need for more detailed customer information increases the potential of privacy invasion. An increased perception of the latter could lead to a decrease in the size of the customer base due to customer unease in conducting online transactions. As Culnan and Armstrong (1999) state, "the challenge to organizations, then, is to balance the competing forces of the power of information with privacy in their dealings with customers" (p. 105). Smith, Milberg and Burke (1996) conducted a comprehensive (and cross cultural) study on information privacy. They found that a country's regulatory mechanisms of managing information privacy are affected by its cultural values and by individuals' information privacy concerns. The primarily reactive self-regulatory mechanisms of privacy governance found in the United States may result in rising of privacy concerns, thus bringing to question the long-term sustainability of the self-regulatory approach. These findings may also reflect the general tendency of B2C Internet commerce information privacy handling, where web site sponsors have adopted a reactive approach by developing self-regulatory privacy policies under consumer pressure. Since an Internet transaction generally involves several entities (merchant, credit card company, web provider, etc.), there is a little chance for tight privacy policies to be enforced across these entities. As Milberg, Smith, and Burke (2000, p.50) , concluded, "there is a little reason to believe that a particular firm can successfully protect privacy when its policies are at variance with those of other firms in its industry" involved in an e-commerce transaction. And "until a critical mass of agreement is reached regarding policies…self-regulation cannot be a meaningful approach to the governance of privacy" (p. 50).
Privacy research on the specific challenges posed by the Internet has been scarce but is increasing. Culnan (2000) and Miyazaki and Fernandez (2000) examined Internet retail disclosures and self-regulatory practices. Their findings were consistent with Milberg, Smith, and Burke (2000) arguments about the viability of the self-regulatory mechanisms. In addition, they found that the privacy policies and adherence to them vary across industries.
Sheehan and Hoy (2000) conducted an e-mail survey to examine dimensions of privacy concerns among online users. Phelps, Nowak, and Ferrell (2000) examined privacy concerns and the consumer willingness to provide personal information. Their study addresses the trade-offs consumers are willing to make when they exchange personal information for shopping benefits. However, the study focuses on traditional direct marketing channels rather than the Internet.
The determination as to whether an individual will disclose information has been referred to as a "privacy calculus" in which a judgment is made regarding whether the information will be used in a way that will have negative consequences for the individual (Laufer and Wolfe, 1977; Milne and Gordon, 1993; Stone and Stone, 1990) . On the one hand, there are concerns about how easily accessible information disclosed could be to others or whether the information could be misused in a way that would negatively affect the individual. On the other hand, there are personal interests in obtaining information, products or services via the Internet.
In their study Culnan and Armstrong (1999) applied the notion of procedural fairness and fair information practices (Culnan, 1993) to Internet consumers. Fair information practices are "procedures that provide individuals with control over disclosure and use of personal information. They are global standards for the ethical use of personal information" and are implemented voluntarily by organizations (Culnan and Armstrong, 1999, p107) . Fair information practices are an important element in the user's decision to use a web site. They are a factor in the "privacy calculus" assessment of the user in determining whether to disclose personal information. Firms can promote customer disclose of personal information by disclosing their information policies and adopting fair information practices. Nevertheless, self-regulatory privacy information handling strategies have yet to catch up with user's heightened awareness of fair information practices. According to Culnan (2000) , while 67% of the web sites post privacy disclosure, only 14% of these disclosures constitute comprehensive and fair privacy practices and policies. Similar results have been reported by Miyazaki and Fernandez (2000) , with substantial differences across product categories. The primary source of perceived vulnerability for the Internet users is the fact that they are exposed to higher risk of misuse and abuse of their personal information mainly through three categories of privacy invasion: 1) unauthorized access to information, 2) surreptitious collection of consumer information, and 3) unwanted contact or solicitation based on secondary usage and/or consumer profiling. Unauthorized access to information can be caused by any number of factors including accidental disclosure, insider curiosity, insider subordination, unauthorized access, hacking into computer systems, security defects, scams (i.e., fraudulent web sites established for the purpose of obtaining information and money), etc. (Rindfleish, 1997; O'Brien 2000) . The risk of privacy invasion involving surreptitious collection of consumer information is highly probable on the Internet due to the distributed nature of handling, storage, and availability of transaction data. As discussed above, a single e-commerce transaction spans several organizational information systems, from the merchant to the web site provider, as well as several geographical regions. Therefore, an absence of tight privacy policy and fair practices across geographical area and across firms would increase the risk of surreptitious collection and usage of personal information. Thus consumers risk privacy invasions, including "identity theft" (Saunders and Zucker, 1999) .
The uncontrolled secondary usage of personal data is the usage of personal data by a third party unrelated to the initial transaction without the knowledge or consent of the consumer.
This usage results in consumer profiling and subsequent unwanted contacts and solicitation (FTC Report, 1999; Budnitz, 1998) . All these factors contribute to perceptions of vulnerability among Internet users and consequent perceptions of privacy invasion which consumers might deem harmful. Therefore we conclude that perceptions of vulnerability have to be considered as a separate construct, and it is related to Internet users' privacy concerns:
Hypothesis 2: There is a positive relationship between users' perceptions of vulnerability and their privacy concerns.
Hypothesis 3:
There is a negative relationship between users' perceptions of vulnerability and their Internet usage Control of submitted information allows individuals to determine the impressions others form about them (Goffman, 1959 (Goffman, , 1963 . Control is possible through limiting selfdisclosure (Derlega and Chaikin, 1977) or by determining how information disclosed will be used (Stone and Stone, 1990) . In general, consumers find it unacceptable for marketers to sell information about them (Nowak and Phelps, 1992) . The lack of consumer knowledge of secondary usage of their information may cause strenuous objections (Wang and Petrison, 1993) . Given the anonymity and impersonal nature of the interaction with a web site, it is expected that the individual's need for control will increase and will be a factor when an online purchasing decision is made. Indeed, online consumers have expressed concern about how information might be transferred to third parties without their consent (Milne, 2000) . Sheehan and Hoy (2000) found that the ability to control information collection and use by third parties are concerns among online consumers. According to Phelps, Nowak, and Ferrell (2000) consumers' purchasing decisions are affected by the amount of information control they are given and the type of information requested. One survey indicated that 81% of the respondents believe that consumers have lost all control on how personal information about them is circulated and used (Budnitz, 1998) . Another study reported that 86% of consumers want to be able to control personal data (BCG, 1998) .
Privacy has been strongly related to the ability of individuals to control information about themselves (Westin, 1967 ). Margulis's definition (1977) , offered at the outset of this section, identifies privacy as the "control of transactions" which would include information exchange. Individuals perceive information disclosure as less privacy-invasive when, among other things, they believe that they will be able to control future use of the information and that the information will be used to draw accurate inferences about them (Culnan and Armstrong, 1999) . Privacy compromise may be of concern when people are aware that the information about them is being collected without their consent (Nowak and Phelps, 1995) . Cespedes and Smith (1993) showed that using consumer data without permission is seen as an invasion of consumers' privacy and non-ethical and illegitimate behavior on the part of the company. There is ample evidence to suggest that when control is not allowed or when future use of information is not known, individuals resist disclosure. Culnan and Armstrong (1999) have applied the concept of procedural fairness (Lind and Tyler, 1988) to their study of privacy and consumer marketing. Procedural fairness refers to the perception by the individual that a particular activity in which they are participating is conducted fairly (Culnan and Armstrong, 1999) . They operationalized fairness in terms of procedures that provided individuals with control over disclosure and subsequent use of personal information. They found that when individuals were not informed about fair procedures they were less willing to have information used. They also found that for individuals who were informed about fair procedures, privacy concerns did not distinguish individuals who were willing from those who were unwilling to have information used. In other words, privacy concerns washed out.
Despite these findings from previous research, few companies provide information about how the submitted personal information will be stored, handled, and subject to secondary use. Milne and Boza (1998) found that 38% of online sites notify customers about gathering personal information, 33% indicate the use of this information, and 26 % ask for permission to use the information (also see Culnan (2000) and Miyazaki and Fernandez (2000) ). Therefore, there is a disparity between consumer demand for control and lack of adequate disclosure by businesses regarding how personal information is used and to what extent the consumer can control its use. This disparity can be one of the reasons which lead to the online users' decision to provide false information when asked to register at a web site or fill in surveys, as found by Greenman (1999) and BCG (1998). We therefore conclude that the ability to control is an antecedent to both privacy concerns and Internet usage:
Hypothesis 4: There is a negative relationship between perceived ability to control and privacy concerns.
Hypothesis 5:
There is a positive relationship between the perceived ability to control and Internet usage.
Trust is also an important element in conducting online transactions. The importance of building trust can be seen in considering that most exchanges and transactions are conducted between individuals, be they face-to-face or mediated (e.g., by telephone) exchanges or customer to seller-/buyer to supplier transactions. Indeed, most of the literature on trust has focused on interpersonal trust (e.g., Cummings and Bromiley, 1996; Ring and Van de Ven, 1994) or inter-organizational trust that assumes relations between individuals (e.g., Hart and Saunders, 1997) . Trust is a complex variable with many dimensions and aspects and traditionally difficult to define (Rousseau et al., 1998) . Its definition, characteristics, and antecedents vary extensively across authors (Rotter, 1971; Turban, 2001, Mayer, Davis, and Schoorman, 1995) and sometimes are source of conceptual confusion (Shapiro, 1987; Lewis and Weigert, 1985; Barber, 1983; Carnevale and Wechsler, 1992; Keen et al, 1999; Wrightsman 1991) . In addition, trust is a variable which involves interaction between 2 parties -the trusting and the trusted parties. Therefore, no complete operationalization of the construct can be achieved without considering both parties as well as addressing the multidimensionality of trust (for examples of composite approach to trust see Doney et al., 1998; Kee and Knox, 1970; Mayer et al., 1995; McKnight et al., 2002) .
Trust has been defined as the belief that another party will act in an anticipated way. It reflects a willingness to assume the risks of disclosure, willingness to be vulnerable to another party (Mayer et al., 1995) . The personal propensity to trust, disposition to trust is an important component of the trust construct. However, trust does not imply blind faith (Ring and Van de Ven, 1994) . It does not preclude the use of precaution and safeguards. It is often, though clearly not always, based on past experience with a specific party, which provides evidence to strengthen the expectation that a party will continue to act in the anticipated way. A positive experience with a firm over time increases the customer's perceptions that the firm can be trusted (Culnan and Armstrong, 1999) . Building trust is crucial because it increases the likelihood that the customer will be involved in future relationships with the firm (Gundlach and Murpy, 1993; Shapiro, 1987) . A company finds itself in a situation where the process of building trust among its customer base requires more customer data (so services and products can be improved) while the potential to exploit the customer increases with collecting more data (Gutek 1995) . The potential harm can be avoided by implementing fair information practices which have positive impacts on both trust and privacy concerns (Bias, 1993) . Mishra (1996) followed by Hart and Saunders (1997) categorized the dimensions of trust into two basic groups: the cognitive group and the emotional group. The cognitive group includes the dimensions of competency and reliability, while the emotional group constitutes the dimensions of caring and openness. Other dimensions of trust appear in the literature, however they fall within these two categories. For example, the dimensions of ability, benevolence, and integrity (Lee and Turban, 2001; McKnight et al., 2002) are all related to the cognitive group of variables related to trust.
In the specific context of Internet usage and interaction with web sites, it is widely agreed that the potential of e-commerce can only be realized if consumers are comfortable transacting with unfamiliar vendors and web sites (Gefen and Straub, 2002) . According to Hoffman et al. (1999) , close to 95% of consumers have declined to provide personal information to Web sites, and 63% of these do not trust those collecting the data. Lack of trust in web businesses can result in resistance to adoption of online business (Bhattacherjee, 2002) . Comfortability levels of consumers transacting over the Internet are associated with the anticipation of positive outcome from the transaction, and therefore, with lower perceptions of vulnerability. Therefore, there is an important relationship between consumers' perceptions of vulnerability and the level of trust in the vendor.
Trust in e-commerce becomes both more important to consumers than traditional brick-and-mortar business, and harder to define. Internet transactions are characterized by greater social distance (Culnan and Armstrong, 1999) . The cognitive category of trust becomes even more emphasized without the face-to-face opportunity to build trust related to emotional factors. It is much harder for online businesses to project caring and openness than a traditional store with a friendly staff and an always-available manager. The distance, the delayed response to customer's inquiry, the insecurity and doubts experienced by the online consumer making a purchase are all factors which affect the opportunity to build trust. A firm's reputation is defined as the extent to which customers believe the firm is honest and concerned about them (Doney and Cannon, 1997) . It is very hard for an online company to project the "concerned" image without the opportunity for a live contact and available live customer support.
From the business perspective, the lack of the emotional component of trust, implies the challenge of building trust through ensuring ability, integrity and reliability. This includes building trust through competence and reliability in the technical functionality of the web site (Lee and Turban, 2001 ). The contextual factors of third-party security and privacy certifications are also central and positively related to consumer trust (Lee and Turban, 2001; Hoffman, Novak, and Peralta, 1999) . From the consumer or user's perspective, the lack of the emotional component of trust implies greater reliance on the cognitive trust building efforts of the business and the individual's trust propensity.
When trust has been established between two parties, privacy issues are of less concern (Sweat, 2000) . Often web sites are relatively new or unfamiliar to users; longstanding experience that might otherwise build trust is not present. This, all the more, reinforces the need for communicating competence and reliability to encourage more involved interaction of the Internet users. Therefore we advance the following hypotheses:
Hypothesis 6: There is a negative relationship between users' perceptions of vulnerability and their trust.
Hypothesis 7:
There is a positive relationship between the perceived ability to control and trust.
Hypothesis 8:
There is a positive relationship between trust and Internet usage.
An important factor in an individual's decision to surrender personal information is the extent of personal interest in obtaining certain information, products, or services. Interest can range from the intent to obtain coupons, personalized special offers and improved buying experiences (Sweat, 2000) , to the need for extensive research and valuable information, or the need to obtain urgent and life-saving information about diseases and health risks/benefits.
The interest in detailed important information is based on the need to obtain accurate and very specific services/information. Online support groups, discussion boards, advisory and referral services, drug information sites fall into these categories. When information is otherwise unavailable or difficult to access, individuals will be more inclined to submit highly sensitive personal information in exchange for critical information. In their study, Phelps, Nowak and Ferrell (2000) indicate that personal interest is an important antecedent to a consumer's willingness to provide personal information to direct marketers. Therefore we believe that personal interest should be an important factor that may compete with the privacy concerns and be related to more extensive and interactive Internet use:
Hypothesis 9: There is a positive relationship between interest and Internet usage
The factors discussed in this study -perceptions of vulnerability, privacy concerns, trust, perceived ability to control, and interest -present a complex and dynamic psychological map of the user's attitudes and behavior with respect to the Internet ecommerce. Culnan and Armstrong's (1999) application of procedural fairness to the privacy calculus conducted by individuals when determining whether to disclose personal information provides an important theoretical framework for understanding the trade-offs related to information privacy. They argue that the collection and use of personal information involves a "social contract" between the consumer and the firm, where, in addition to completing a purchasing transaction, the consumer also makes a non-monetary exchange of personal information for benefits such as higher quality of service or better products. Customers will continue to participate in this contract as long as benefits exceed the risk. The violation of this psychological contract may result in angry and disloyal customers, which are more likely to defect (Morgan and Hunt, 1994) .
The privacy calculus is an important theoretical framework for our model of competing trade-offs that constitute the user's decision to engage in Internet transactions.
Our model attempts to consider competing factors and their simultaneous influence on
Internet use. For a user to engage in an Internet e-commerce transaction, a balance between the trade-offs has to be achieved. Any misbalance between perceived vulnerability, trust, privacy concerns, perceived ability to control, and interest in which the negatively influencing factors would prevail result in user resistance to complete the transaction. And vice versa, the more the positively influencing factors prevail, the more a user is prone to be involved in Internet e-commerce. Therefore we are advancing our last hypotheses: 
Methodology and Instrument Development
Two pilot tests were conducted to develop the measures and these were followed by a broader survey. Some of the items for the constructs of privacy concerns, trust, ability to control, perception of vulnerability, and personal interest were taken from Cheung and Lee (2001) and Culnan (1993) . However, we developed most of the items used to measure these constructs including the items for the Internet usage tailored for e-commerce transactions.
All items used in each of the pilot tests and in the survey were based on a 5-point Lickert scale.
The first pilot test was conducted among a sample of 60 undergraduate MIS students, 15 MIS graduate students, 7 employees at a banking institution, and 15 employees at a large retail store. After conducting exploratory factor analysis, reliability testing, and a careful examination of the correlations, items were added, deleted and modified resulting in an extensively revised instrument that warranted further testing.
The second pilot test was conducted among a sample of 70 undergraduate students.
Following the same appropriate tests of the data, purification of the instrument continued until the loading of the items and their validity was consistent and at satisfactory levels.
The final version of the survey was administered to a broad sample of individuals in the southeast including undergraduate and graduate students of a large university, employees of 4 local public schools, 1 large and one small high-tech company, 1 banking institution, 3 small retail and service businesses, as well as direct mailing to one neighborhood. The average response rate was average 40%. The respondent profile of the final survey is presented in Table 1 . As seen from the demographics distribution, the sample is diverse, comprising wide range of age, employment, education, race, with equal representation of gender. The respondents are a heterogeneous group that may approximate a representative sample of a large population. Exploratory factor analysis was applied to validate the proposed instrument.
Reliability tests using Cronbach's alpha coefficients were used to assess each construct. In all cases, the coefficients were much higher than the threshold level of 0.6 suggested for exploratory research. Convergent and discriminant validity tests were also conducted by examining the correlations among all items of all constructs. The exploratory factor analysis on the purified instrument resulted in high factor loadings ranging between .7 and .9.
Confirmatory Factor Analysis -First Order Model
After determining a high reliability and validity of the instrument through EFA, we proceeded with the Confirmatory Factor Analysis (CFA) First-order Measurement model.
The LISREL 8 (Joreskog and Sorbom, 1993 ) maximum likelihood estimations were employed for the model assessment. This step was essential to obtain an adequate measurement model before the substantive theory could be tested through the structural model. It is highly recommended to assess and finalize the measurement model to exhibit satisfactory level of validity and reliability before structural model is tested (Anderson and Gerbing, 1982; Segars and Grover, 1993) . We performed CFA on the entire set of items simultaneously with each observed variable restricted to load on its a priori factor. Table 2 provides the complete list of the items and the constructs they describe, with their means, standard deviations, standardized factor loadings (λ 's), error terms and the tvalues of the factor loadings. In CFA, validity is achieved through high factor loadings and high t-values (Bollen, 1989) . As seen from the results, all the items exhibit high λ 's and high statistically significant t-values (much higher than the cut-off value of 2 corresponding to statistical significance at level .05). Thus, all indicators are significantly related to their specified constructs. The Squared Multiple Correlations (R 2 ) of the observed variables provide estimations of reliability (Bollen, 1989) . Thus, R 2 close to 1.0 and not less than .5
would provide evidence of an acceptable reliability. Table 2 lists the R 2 of all the items used in this study and most of the items have high R 2 .
All the necessary steps in measurement model validation and reliability assessment were conducted following Koufteros (1999) and Byrne (1998) . The higher sensitivity of the CFA statistical analytical tool and the demand for convergent validity, reliability, model fit and unidimensionality, discriminant validity, and, finally, construct composite reliability yielded several iterations of item deletion and model respecification. The final model resulted in a converged, proper solution with a low χ 2  and a reasonable fit. The finalized instrument does not considerably differ from the one that emerged from EFA, except that the number of items used was restricted to 3 (4 for the Internet Usage construct). Besides the adequate model fit (as seen from Table 3) , it is worth noting that no error correlation terms were found that, if allowed to be estimated, would yield a better fit model. Only after the Measurement model was finalized did we test the hypothesized model by employing the CFA structural model.
Structural Equation Model
As stated in the hypotheses, our structural model is testing relationships with mediating variables -we introduce trust, privacy concerns, and interest as such, and perceived ability to control and perceptions of vulnerability as antecedents to these mediating variables. The model fit is described in Table 3 . The structural model (Figure 2) shows only the statistically significant structural parameter estimates. While we allowed for all structural parameter estimates to be evaluated, some were not statistically significant. In the interest of parsimony, the final model was estimated with these structural paths deleted from the model.
The dependence of χ 2 on the sample size is widely understood (Bentler and Bonett, 1980) . χ 2 has been recognized as an inappropriate test for large sample sizes (Browne and Cudeck, 1993; Marsh, 1994) , and must be interpreted with caution. Other measures of fit which need to be considered in the model fit assessment include are the ratio of χ 2 to degrees of freedom (Joreskog and Sorbom, 1989; Joreskog, 1969) , the Root Means Squire Residual (RMR), the Normed Fit Index (NFI), and the Goodness of Fit Index (GFI). The model resulted in an acceptably low χ 2 per degree of freedom ratio. All other indices introduced to assess model fit were in the acceptable range (see Table 3 ). The results of the structural model estimation indicate a good fit of the model with the data. Goodness of fit model assessment.
Goodness of Fit Measures Good Model Fit Ranges

Model Values
Chi-Square (d.f.)
Low, but is dependent on sample size 303.6 (137) p<.001 Normed Chi-Square/degree of freedom (Joreskog, 1969; (Joreskog and Sorbom, 1993; Marsch and Hocevar,1985; Wheaton, et al., 1977) < 2.0 2.21, p<.001
NFI -Normed Fit Index (Bentler and Bonett, 1980) >.90 .92 CFI -Comparative Fit Index (Bentler, 1990) >.90 .96 IFI -Incremental Fit Index (Bollen, 1989) >.90 .96 RFI -Relative Fit Index (McDonald and Marsch, 1990) >.80 .90 GFI -Goodness of Fit Index (Hu and Bentler, 1995) ≈.90 .92 AGFI -Adjusted Goodness of Fit Index (Joreskog and Sorbom,1993; Hu and Bentler, 1995) >.8 .89
PGFI -Parsimony Goodness of Fit Index (James, Mulaik, and Brett, 1982) >.5 .66
RMR -standardized Root Mean Square Residual (Hu and Bentler, 1995) <.05 .047
RMSEA-Root Mean Square Error of Approximation (Steiger and Lind, 1980; Steiger, 1990) <.8 .046
Discussion
The purpose of this research was to better understand the trade-offs between the personal benefits and privacy costs of interacting with e-commerce websites over the With respect to hypothesis ten, which focused on the overall relationships among the various antecedents to Internet use, some arguments can be advanced about the relative strengths of different relationships in this study. The magnitude of the path regression coefficient is an indicator of the strength of the relationship between two constructs (Bollen, 1989; Byrne, 1998) . The comparison of the relationships can illuminate the concept of the "competing factors" and the trade-off dynamics of the user's interaction with the Internet web site.
As seen from the structural model in Fig.2 transact with a web site. In short, it is not sufficient for e-commerce vendors to only target consumers' interests (i.e. user-friendly and attractive web sites, lucrative marketing incentives, etc.) to disclose personal information. In addition, businesses need to focus on building trust in their consumers, mainly through employing fair information practices, as discussed in Culnan and Armstrong, 1999 .
The combination of the relationships between privacy concerns and Internet use (with a path coefficient -.36) and the perceptions of vulnerability and Internet use (with a total effect of -.49) constitute a significant negative influence in the decision to disclose personal information. Nevertheless, the combination of the three relationships between trust and Internet use, ability to control and Internet use, and interest and Internet use offsets the negative concerns and positively influences user willingness to disclose personal information.
Therefore, hypothesis ten, focusing on the competitive and simultaneous influence of the antecedents of Internet use is supported by the data in our study.
Two more relationships proved statistically significant in our model that were not hypothesized and considered in the theoretical section. First, there is a significant positive relationship between personal interest in Internet use and trust in a web site vendor (path coefficient of .29 at level .01). The second relationship is also positive and statistically significant at level .05, with magnitude for the path coefficient .13 -between perceived ability to control and the personal interest. The theoretical roots of these relationships can be found in social cognitive theory (Bandura, 1977) . Bandura links the construct of personal trust and an individual's experience of heightened interest and motivation to engage in interaction with the trusted party. Consistent with this theory, as well as with the concept of intrinsic interest and motivation for a certain behavior, entities who are trusted because they are consistent and competent are more likely to be considered as objects of emulation, leadership and interaction (Higgins and Sorrentino, 1990; Markus and Katayama, 1991) .
Social and personality psychologists have identified the major factors that affect social behavior -the so called the BUCET (bucket) framework of motives: belonging, understanding, controlling, enhancing self, and trusting others (White, 1959; Bandura, 2001; Fiske et al., 2001) . Both control and trust are present factors in the BUCET framework, which explains the relationships observed in our model. In the context of IS research, to the best of our knowledge these relationships have not been addressed. It is, however, rational to expect the principle of social cognitive theory to apply to the trust-control-interest relationship in the realm of information systems and consumer-vendor interaction. Indeed, if one trusts a web vendor, the level of one's interest and motivation to interact with that vendor
and benefit from what is offered on their web site may be enhanced. And if one is confident that he or she has control over the information he or she submits to the vendor, the levels of interest in engaging with the vendor's business and benefiting would also rise.
This area deserves further attention in future research. We neither distinguished nor incorporated need as a distinct motivation for Internet use that is separate from interest. The items presenting interest are more related to trade-off calculation than to intrinsic motivation.
Motivation related to need may be based on the lack of alternative sources of information or service. Motivation based on interest may be more closely associated with an interaction between preference and convenience, or similar constructs. Thus, the relationship between need and interactivity may be greater than between interest and interactivity.
Finally, attention needs to be given to the measures used in developing trust constructs in privacy research. As pointed out in the theoretical framework, trust is a multidimensional construct and many more nuances have not been captured in the items from our study. We used measures related to reliability and competence because they were more cognitive than other measures such caring and openness that are more affective. The dependence of trust from previous experiences (Miyazaki and Fernandez, 2001; Ackerman et al., 1999) has not been addressed in our study. Perhaps there are other dimensions of trust that are also related to Internet use and have not been captured by our unidimensional approach to trust. Since trust appears to play such a central role, a greater understanding of the dimensions of trust that are salient to privacy concerns and Internet use would be very useful.
